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AISCUSSION

Conarnl :

Z. luring the past, both the Soviet (ovornnart sad the Saviat
Sntelllsie Governments increasingly have imposed resirictions on the
activitios of U.S. officlal representatives on futy vithin those nraes,
The U.8. Enbassy, Moscow (Reference 3) beliesves thean intions stem from
o allied but 8iatinot factors:

n. Ihe "historic Ruseian and Slav stanielan +f favalon amiegarieg;"
gnd,

. “The nvowed hostility toward the fram w.ld nf the prograsaively
rosurgert imperialism of the present Soviet 8iotatorehip, ®
Hotea:i Corollary to this is the Soviet awvalomtinn af taeiw ntvanothaned
snuar position vis-a«vis the U.S.

a. Seaurity. The Soviet desire for seorstivoness - to minimize
sacurity risks -~ results in an impact in relation to movement of officials,
slze of staffs, availabiliiy of information, ete.

b, Other. Housing, custcms arrangerents, eto., which are
attritutable to the immediste reaction of the atmosphere of animosity and
£ross Soviet inefficiency as well as the overall desp=neated conflict
of interests,

M&LMMM@.%&%%@;QL&&&; USSR:

‘ 4. 'The trsatment accordsd U,S, representatives veries from country
to countzy within the Soviet orbit: however, for purposes of 1llustration.
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et Xosipladtions imonsad on United States ALy Attache personnsd is heredn
usculired, {Bse Inslomure 1, "Restrictions Imposed on United States Alr
Astacize, ® U8, Zedassy, Hoscok, B April 1540), Although this peper

donie speoifienlly wish air attaches, 1% is mueh broader: 4t applies
soualli>™ to practisally all U,5, officlal repressutatives on duty in Noscow.

RS ir gemoral, Yarying degrees of restrictions are imposed, either
oifisizlly or unofficlially, in the follaving casegnries:®

=,  IyeF
{1} Rowtrioted areas,
{3) Proscsdural restrictions making travel very diffismlt,
{3) Mode of travel restricted.
b, Activities
(1) The use of cameras.
(3) ZXatering public duildings,
{3) Contact with Sovist citisens.

o, Ianvitaticns t6 official functions, and Boviet acceptance of
U.s' 1“1ut’m.

d. Contasct with Soviet officilalst for exsmple im the case of the
U.8, Alr Attache, the Soviet Air Force Chief of Staff or sny Boviets Alr
Force dfficer,

e, Hiring of servants, labor, Bmbassy help, sto.

f. TPosting of guards oti Rabaseies and Legntions, and meny
buildings housing foreigners or their activisies.

&. Obiainling automobile driver permits.
h, Llooal sirplane flights in the Noscow area.
i. Obtalning vians or laisses-passer's.
6. In conneetion “ith the abave the Soviets eapley the rescurces of
& Foreign Aid Bureau (Burobin) designed specifically to deal with forelga
nationals, partioularly with respect to the handling of domestic problems,

appointmeaats, excepting military, etc.i Requests for travel are processsd
through Intourist, & parellel organization,

*These restrictions apply in theory to all foreign representatives; in
practice, however, they apply primerily to the repressmtatives of non-
Conmunist states,

=
F ]
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7. It s recognized that & gtrigtly reciprocsl U.S5. pollay with
refearence to ithe above would be impracticable, This is particulerly trae
with respect to extensive controls on the travsl of forelgn representatives,
However, it is entirely possible within the existing U.5. Govsrament
framework to impose and enforce many important restrictions %o curtail
effectively the presenily slmost unlimited freedom of action which forelgn
representativen nov enjoy in the United States. :

8. H.J. Hesolutlon 433, "To provide that the U.S, shall withhold
from representatives of foreign natioms’ privileges which such nations
withhold from representatives of the U.S.¥ ig considered tinely: ite
possiblo enactment may inerease the U.S, capability %o implemsnt & counteyr
restrictive policy with more realism than would be possible, otherwise.

The question of covering more edequatsly Soviet and Satellite p2rsonuel
movements, and that of ereating corresponding "botilenecks® in the pursuit
of normel. day-to-dsy sctivities ete, will undoubtedly require additionsl ,
U.85. manpowsr, In addition, overall policy coordinstion and implementstion
will require & ceniral orgsnization corresponding to the Sovist Foreign

Ald Buresu, but broader in concspt. In these inatances whore wdditionsl
appropriztions sre indlcated, paassge of H,J. Resclution 433 would ba ef
definite asslistsnce. ’

U.5,.Objectives to be Considered in Comnection with & U,S, Pollecy vis-s-vis
Soviet and Setellite Repreasntatives:

9. The principel objectives that U.S, policy should attempt to
achieve are:

2, Yo better the U.S. strateglc position vis-a-vis the Soviets,

: b. 'fo increase U.S. prestige within the Soviet orbit and the
non-Communist world in genersl,

¢. To alleviate living conditions for U,S5, representatives on
duty within the Soviet orbis.

d. To reduce Soviet espionage capabilities.

Hetore of U.S. Policy Conmistent with U.S, Obiectives:

10, 7The U.5, Enbassy Muscovw (Reference 3) believes that strict
raciprecity, while possessing the advantage of possibly bettering living
conditions of U.S. representatives, would magnify Soviet estimation of
it own prestign and conssquently harden the Soviet attitude as well as
reduce the likeiihood of the mission (Embasey) exscuting its cbserving
actlvities, It ia believed that this hypothesis is not born oui by fact,
Recognizing thas there is litile or no likelihood of the Soviets ralaxing
any restrictions vhereln Soviet security 1z a paraniount considerntion,

-
a
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sxperience proves that the Soviets are primerily respectful of power, and
therefors thaj Soviet prestige vis-a~vig the U,3, wonld in all prodability
inorenss, vheveas a vecillating or half-way U,5, policy would be less
1ikely of obtaining eny beneficial result, '!harefore. in order to achieve
any of the desired objJectives, &t is first believed that U,B5. policy must
Ve strong,

1l. WYherceas, the Sovicts actually gain in reducing their security
risks oy many of the restriotions they inmpose upon U,8. rapresenitatives,
there 1s 1itile likelihood that any counter-action Iimposed against Soviet
orbit representativen will accomplish much in this directica, even though
Soviet Governnent activities wishinh the U,S5, play an importent
part in the Suviet intelligencs systei, The very nature of the V.8,
Cormunist Party apparatus, with itw far-reaching connections, as an instroe
mont of Soviel power, lusurss a lijh degree of suiccess in intelligence
collecsion within the United States, Oounter-action against Sovist orbid
representativas can at best only hinder their overall sotivities within
the U,8, Thevefors, the reduction of security risks ia balleved to Do a
sscondary nunnideution.

12. U S, counter-action cén assist iaplmontsuon of U,8, strategy
indirectly bar communicating o ths Eremlin that we mean business., Agala
a fiym polioy vill be most lﬂraly to succeed in this respact,

~

13, Within the above framework, i} is belleved that U,S, poliay |
should restrict movement to all places of military importance, rastrict |
misslon staffs to the same size as those pemnitted in the cese of the U,8,
in the Soviet Union, contral personnel movements within precticabls nnlh.
inposs & maxinom numder of nulsance restrictions in all nf-tou pertaining |
to dally living sotivities, cuetoms, visas, eto. U.S, polioy vip-a~vis |
Soviet satellite representatives on duty within the U,3, should follow in |
general that applying to the USSR, but designed to meet particular i
sitoations wvherein satellite polioy mey be ia variation to that of the §
USSR, nore leanient when applicable, eto, B

ERCOMMYHDATIONS
14, In view of the sbove, and in consideraiion of possitle favorable
action on H.J. Resolution 433, it is nconmndod.t

2. That the United Statel adopt a reciprocal cods which will
apply in theory %o all foresisn official represontatives; in prectice,
howaver, only to Soviet orbit ropmmuuvu on duty in the United sum.
(See Tab "A" for recommonded cods),

' b. That in oonnection with the paragraph above, an arganization
- ¢omparable to the Soviet Visitors Bureat be established for the purpose.

of monktoring and coordinating all housskesping prodlams of sadd Soviet
orbit roprosmtw!.val-

%
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c. That viclation of the reference code on the part of any Soviet
orbit representative will be sufficlent reason for requezting their recall.

é, That the FBI instigete a sufficlently adequate Yepot check®
system to induce s feeling in Soviet orbit representativss thet they are

belng watched.

5
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J. In 80 far as is practicable, to apply restrictions on & %quid i
pro quo™ basis to the representatives in the U, S, of sach individual stste !
included within the Soviel Orbit, In no case are these restrictlons to te l
more stringent then those applying to U. S, representatives within each {
reaspective state. ILLEGIB

2., Implementation of the following restrictions is considered to re-
quire no additional expenditure of manpower or funds:

a. BSize of diplomatle mission., A mission’s ataff to be limited in
size to that of the U, S, mission tolerated in each respective Soviet Orbit

state.

b, ITar-free imports. A limit, expressed in dollar value, to be
placed on the total quantity of tax-free imports which a mission may bring
into the U, S, for the purpose of operating such missions. Such imports
includs:

() A1l items of office furniture, fixtures, hovaechold furni-
ture and appliances, such ss typewriters, notebooka. papers, pencila,
ete,

{2) AL goods. ineluding : d. furniture
baverageg, etc. §5X1

(3) Motor itransport and related itemao\

Any and all items over and above such limit imported into the
U, S, by a misaion to be taxable according to the laws of the U, S,

@, GCustoms inspection., "Lalsseg-passers” to be requirsd for all
travel outside the continental U, S. Fsilure to present such "laiasez-
pasgers" to the customs officiala at the border to entail a cloze ingpection
by customs officials of the personal baggage and belongings of the diplomatic
representatives, The personal baggage snd belongingas of wives and/or de-
pendents. of diplomatis representatives, when not accompanied by the respective
acoredited diplomatic personnel, to be inspected by customs officiels, even
when the indlvidual is in posseasion of a diplomatie passport. (See paragreph
3a, (1) (b) balow,)

1
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3. Implementation of the following restrictions will require a
nominal additionsl expenditure of manpower and funds:

a. Spucial Agepcy or Bureau. A speclal agency or bureau to be
created for the purpose of processing the requests by representetives of a
forelgn nation in the U, S., and to ensure compliance with regulations.

(1) Jzavel.
- (a) Iravel pithout permits. Travel without permits to

be limited to a radius of 30 miles of the Distriet of Columbis,

(b) Iravel with pexrmits.

J+ Travel outside the sbove area to be performed
only upon spesial parmission by the Bureau. Requests for such
perminsion to be processed through the Bureau and to be submitied
one week in advance. Date, time, and duration of travel, includ-
ing a complete itinerary, purpose of the travel, and full name (s)
of person (8) performing travel to be submitted together with the
request, Travel outside the area indicaeted to be performed by
common carrier only,

2. Regquests for "laisses-passers" for travel outgide
continental U, S, to be issued by the Bureau. {See parsgraph 2, ¢
above. ) ' :

(2] s_for housing, wtility services,.
Orbit representatives teo be required to obtain all housing, maintensnce
and repairs, furniture, aervant help, hotel accommodations, telephone
service, garage facllities, ete,, through the special agency or bureaun
listed above by spacial written requests in each individual case, with
an explaenation of the reasons therefor submitted with the requests,

(3) Miscellsneous activities.

{a) The use or carrying of cameras and binoculars by
diplomatic representatives not to be specifically forbidden, bubt any
time such ropresentatives are seen with onme, the camera and/or binocular
to be confiscated by an officer of the law. Depending vpon eircumsiances,
the cameras or binoculars may or may not bs returned.

{b) Coertain govermnment and public buildings, determined
by the State Department, to be placed off limits, except when proper
application is made in writing by diplomatic representatives for ad-
mission,

(c) IYavitations for representatives of Soviet Orbit
countries to attend military or socisl functions to be restricted to
approximately four (/) mejor parades or receptions per year. No in-
vitations are to be extended to ingpect any military or navael installa-
tion or equipment, On any visiit, representatives are to be accompanied
by appropriately designated officers or civilian agents who understend
the Rusaian language., Attendance at Russian social functlons to be

limited to certain limited specified U. S. personnel,
Approved For Release 200 IO4‘1225 : CIE“,AETER%F&' O0R01731R003400030020-4
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FROM: lMomcow
T0s Seeretery of State
NO3 F19, Jenuary 2., 5 p.m.

Fabassy bes glven most careful consideration %o reguest
conbelined DEPTEL 8, Jamwary 5 for views and recomuendaiions
regarding reclprocal resirictive {rsatment Soviet bloe officiale.

Spems to us that problem, and consequent possibilities

obtalning principal objective of aneliorsiing current

conditlong or deterring imposition further restrictions
{partienlarly 4n the satellites, China, ste.} by resors

to reciprocal ssncilons, involves assesament fundamental

Seviet concept diplomatic relations between Yast and Wont

under existing or ovolving clircumstances. Bearing in mind
histordie Bneelan and Slavie suspicion forelgn emissarics to
whieh is ﬂ@ addsd the evowed hostilidy toward the fyes world
- of the progressively resurgsnt imperializm of the present

Yoviet dictatership, obtentlion in the USSR of general

operating conditions for foreign repreaentatives comparable

o accoptod interumtionel free world standards looms as &

najor wndertaliiag, A nesours of the depth of Soviet opposition %o
be overcome mey be raflected in Viehinslky's remavis at last

GA teking pride in fact that Sovist sseretiveness had

matorially confuced Hitlerdte military planning. Principel
impact this attitude on diplomatiec missions is felt in relation
to movenients officlals, size staffs, avellability informsticn, ele.,
where Suviets see gecurity riske, Less essentiel in eyes Soviets
%o containment migsion ectivitles probably are such mabtters

a® housing, cuatome arrangemnents, eic., where situation

now doubtless attribtutable as much to immediate reaction
atmosphore animoslty and gross Soviet inefficlency as to
deep-nented estimate confllet of interests,

SECREY
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Essentiol nagnitudle of problen based our appralsel {ts
engrained origins does not, however, in our view sugzeet
that 1t ehould not be faced nor that under given circumstances
some alleviation of restrictione nov in force night de obtained
or at least the imposition of additionsl ones deterred Wy reprissl,
Broadest approash might bs offort %o coavoke withinp U Lramevwork
international body to formulate comprshensive colde to govern
rights and famunities diplomatio and consuiar officials, and 1%
12 sutmitted that recent developments ia China would appear
- 1ikely to make free world peoples pertioularly receptive such
‘project thie time, On level direct reprisal, beliove maximum
achievable in all probability might be improvement living
conditions mission Personnsl with appreaiably less likelihood
ulteration for bettey of poasibilisies for exsoution migsion'’s
cbservational aotivities,

¥ith regard to neture and method application reprisalsg, if
inatituted, presumably imposition of resirictions resiprocally
comparnble in all respacts to those in effect in Soviet bloe
would neceseitste legislation, It oan ba argued thas the
submiselon of request for droad legislative authority So de
exerciesd at the President's discretion would have the advantage
of placing the iesue squarely before ths country and obtaining
Congressional support for funis to implement restrictive progrem,
On the other hand, from standpoint effect on Boviets, Embassy
inclines feel appearance such action as Eajor policy determination
likely magnify Soviet estimate extent engagenent iis prestige
end conssquently harden Soviet attitnde, On balsnes, therefore,
Enbmesy believes that at outest effort ghould be made confins
counter measares to thoss matters coficerning which adminiotrative
actlon can be taken with minimwm officlal publicity dut with
maxinum preacticsl offeect.,

View divergencies betwesn tresatment varions respects severel
catellitss Enbasey does not belisve uniform counter neasurss on
Soviet bloc basig can be contemplated But that counter restrictions
should ba applied reciprocally light measuron in foroe USSR nnd
each satallite separately. A% sems time geems desirahle

congult other free nations with view their taking paiallel '
counterastion were their missions sinilarly restricted,

As regards Soviet Union under présst oonditlons, pounten-
restrictlons on (1) honsing, 1f feasidle, (possibly through
requesting Boviet Embasgy personnel to reside in D.C.) and (2)

free cusloms entry, and (3) the imposition of sxit visa

requiremants, would sesm have bast chance achieve aneliorative
effact, Comnter meamires (1) as to travel outside D.C, and {2)
denying ausomobile Arivers llcensss $o Soviet afficials might

deter further restrictions here, In taking msasures this sature
bolieve should be mads clear orally to 3oviets that action predicated
Uncooperative attitude by Soviets in providing housing Moscow

2
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(d) Reprasentatives of the Soviet Orbit countries
%0 be denied access to soclel contact with service personnel.
exceplt when approved by the Department of National Defense.

(e) Drivers' licenses to be restricted cnly to those
rapresentatives who cen pass a rigid driving teat by speclal
examiners, Applicants to be failed in proportion to those U. 3.
Embassy personnoel who are failaed in Moscow.

(f) U, 5. uniformed guards to be placed at street
entrancas to offlees and living quarters of the Soviet Orblt
countries for the purpose of observing and recording all move-
ments,

SECRET
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‘ apartments have been promissd for year and half) and willingnses
raNOvVe &8 s00n &8 appropriate Soviet remedisl steps taken,
As %o customs, Dopartment aware quota wystem now in effect USaR,
Presume we would have to detemmine in advance vhether Soviet
Habassy imports US excoed our custome duty quote level here
which nxzounts about $180,000 annuslly, o

Parhapa desiradls conclude note caution. Dopariment will, of
courss, appreciate that, with Soviet regime carrently feeling
ite oate, impoesible entirsly cxclude danger that impesiticn
any direct countermesgures could result additional restrictions
here serionsly compromising presant merginal operation Zmbaasy,

Yhatover decision urge that prior to iunitiation of &ny contemplated
direct actlon, proposed measures e communicated Pmdassy for

study and further recommendation. ’ _

Service attaches zenorally concuy this telegrar, althozgh would
atress desirability institution this time mch countemeasures

48 are determined %o bo feasibie and sppropriate, and requost

pass defanse, .

KIRK

HEM: L3P
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EXYRACTS OF LETTER AD-36-49, FX OPTICE OF THE ATR
ATTACHE, AMERICAN INPASEY, NOGCOV, USSR,
8 Apri) 1949, 70 DIRROTOR OF INTELLIONNCE,
UsAY

SUBJRO®; Restrictions Imposnd on United Stutes Alr Attaches

O I B O B BN BN W R

1. Restrictions in Mosoow and vieimity.
Bue l’r&?d.

(1) There are no travel restrictions within the city

. 1imits of Mosoow, However, over 788 of the time
the ALy Attaches have observed that thay are fol-
loved by Soviet sgents By automebile or on ook,

(3) Travel is permitted within a fifty (20) kilometer

' radius of Mosoow with restrictiens as noted in
inclosures No. 1, 2 and 3. ZTravel is pemitted
through restricted ralons in commercisl tpe
vehicles bat not in private onrs. SSopovers are

not allowved at any tine, (see chaded aress in
inclosare Fo. 1)

b, Aotivities.

(1) Although cur Fubassy has received no formal noti-
fioation that the use of oameras and dinconlars
im forbidden, yet it is considered hasardous to
use them in view of past experience. Xoreigners
who have openly carrisd cameras in the USSR have
had them taken awey and dhe film exposed and soms-
times the cameras were not returned. Oun 23 Fedruary
lm. Hr. G.or“ P. 'hﬁ!l‘l. Jl‘.. State W!‘hﬂ*
Attache here, vas taken into oustody YW Militismen
for taking harmless photogrephs and held for four
or five hours for questioning and fimally released
after some intimtdation and efforts to get him to

sign danaging statements saying Be was photographing
. Tastory.

RESTRICTED
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(2)

(3

(4)

One foreign Militery Attache was detalned Yy Soviet
Militianen for esveral hours for using tinoculars
and accused of takiag pistures of Mostow factories.
Thereafter he was constantly followed, at times kv as
sany as five or six sutomolles. Be vas usde the sud-
Ject of nomercus DOVEPAPETr articles dssoridbing hia as
ons of the nost dangerous of foreign spies, The net
result was thas the Attache lal to be reonlied for him
usefulness had been greatly lspaived by the sapnsr ia
vhich he wvas treated Yy the Soviels follaving
epoecde,

Torelghers say not emter pudlis baildings sxoeps, of
course, resteurants, holels, eto., vithout haviag aa
appointment or some spesial tusinsse vith somecae ia
the building in question, othervise they vill act de

entrances of such places, Normlly, in order to seours
such en appointment, one aust make request through the
Soviet Forsign Office. (See inclosure ¥o. 4)

Contact with Soriet citisens is asde extremely A1
cult since they are continually belng varmned ot o
assooiate with foreigners. ot only are they wvarned,
buy frequently severely admonished and some tines ar-
regted vhen contacts with aationals of westarn povers
ars kept up.

(a) Only cne member of this Zabanay bas, at present,
a library cerd %o & Sovist lidrasy. This was a0~
quired only after answering & long qusstionnalire
on ¥hy he wanted adnittance, (1.e. o wite a Fhi.
thesis), vhat subject he was imterssted in, why,
and vhat books hs would sesd. Bven then he ia mod
pemitted $o see card files and mast ask for sach
book wanted by name in afvanse. ¥one of our Attaches
have spplied for one recendly, %0 1t may Yo possidle
%0 sscurs one under the limitattlons listed ebaovs,

The only invitations extended to Attaches W the Baviets
in the past year were:

(a) Hay Duy Pareds.

(b) Noveabsr 7th Parale and Nglotov Becepsion that
follw.‘o

{e) Red Aray Day Rsception.

(‘—) Jm Alr Show,

—-At the parsdes all US Attaches vere surronnded
by plain clothes men and Fuglish apeaking Soviet

2
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(6)

(6)

officers. The plain clothes azents sads 1% a
point to ba at the very eldovw of the man assigned
to then,

-lio close-up inspection of any squirment wvas per-
nitted,

-At the reception, no Russians vere permitied te
talk to our afficers for more than limited greet-
ing. Soviet offiocers stood srotnd azningt
walls talking only smong thamselves and
effort to initiate any prestings. Vhea
ingly viclated this reatriction ly s
vestorners for aven a fov nimbes they
quickly interrupted and led avay YW OVS
or told in Rugsian that "1t 1g forbidden
with foreigners,"

Vith one exoeptiom, 81l social invitations embended Yy
our Air Attaches te the Soriets and/or smtellite Attaches
have been refused, ignored, or if sccepted, they would
call uwp at tha last noment with an exouse for Rot oming
or Juat fail to come at all. The ons suveption ocourred
vhen the undersigned held a spesial regeption for all
Attaches in the Diplamatic Ooleny. Only three OVS
officers acsepted this invitation =~ no Jovies Air Force
officers came. Two or thres OVS officers attend major
social funotions quite regularly, whem invited, al~
ways the same fov individoals,

ted requests have Ybean mads cver a peried of aix
(6) months Yy the undersigned to the Soviet Foreign Of-
Tice for anpointments to mest the Soviet Air Fores Chief
of Staff and other Alr Force Officers. All of thess re-
quests have been ignored, To date, the undersigned lus
not met any BSgviet Alr Officers. -

35;52
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2. Restrioctions outside vicinity of Moscow.

a. Travel.
(1) See inclosures 5 and 6 for Vhose areas vhers it is

(2)

forbiddea to visit, Note that not only are there
large areas vhere foreipners may not visis, dut
also certain igolated areas and citlen, Torelgners
are not psmitied to visit sghores of the Black Sea
except Odessa nor Soviet dorder aress,

Prior to going on any trip outside the firsy (850)
kiloneter radius, procedurs outlined in inclosure
No. 6 (a Soviet requirement), must de Tollowed,

3
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(3) ‘men travelling ontelds the USSR from Mosoov, Yy
Urain, 1t is necessary to pay for $ickets thres (3)
days ahead of time. Then, 1f you fail to use the
tioket for any reason, there is e sabetantial
nade - even if the reason was that the Soviete held
up your visa. Trmin $ickets will nat Be 9eld 1)
Aayone unless they have a proner visa in thety
Passpures,

(4) Often one is met on an incoming tvain YW an Intourig)
gent which servics one must may for syen though such
S6rVice wvas not raguested, needed nor desired, Any taxi,
btue, oto. that the Intourist agend seouren for ihe
traveller nsually coets abont trics the ustal amouns,
Porters ssoured by We Intouriet oharse tem (10) rubies
for heavy bags, and, once ia a Vhlle. five {8) rudlse
for a 1ight one. This rapresents geveysl tinas the
cost 1n the United States, Many séparate noves of
baggage nay be foroed upon the forsigner with separate
charges for each move, The following exampie 1s cited
for your information. '

On a recent trip from Helsinki to Moscow, the Alr Atsache
brought in geveral pieces of hand dagmage. Intourist

&age in the following manner:

On arrival in Leningrad in one station the bags were
transforred from train to aute at tem (1e) rubles per
bag. i‘hqiadshdonmluiothﬂ!lhﬂﬂof

in
the hotel amounted to five (#) rudles per bdag, An-
other ten (10) rubles charge per bag vas mnde 3o $ake
them ffom the hotel to the auso and still another tem
(30) rubles per bag from the sutamodile to the Mossow
train, Attempts were mafe by the Attache and the

moved directly from ons station %o the oSher and
checked at that point, Intourist insigted that this
ocould not ds done although there are check rsoms for
this purpose in both of thess stations,

(8) Frequently, we purchass a ticket from one poiant to
snother vith an interim stop, In this oase, the
traveller 1s given a slip of paper vhich ha nay
exchange for the $icket necsssary for the second
leg of the Journey. There 14 a oharge of seversl
rublees for thig exchange.
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{6) Om all trips, as well as in the Moscow area, foreign
allitary travellers are clagely follcwed or accomparied
in ths sate compertment Wy 3oviet agents, Soviet
citizens are continually diverted from contacting US
personncl, often with little visible effors to hide
the action,

S G&atﬂl .

6, All Wiriag of servants, lebor, ’rsiciang, eto, must be
done throngh a Soviet Agenqy callsd Burobin, All maintensnos and repair

materials for buildings, appliances and for entonobiles must be sscured
through that agenay,

(1) Intg serves as a real handicap to US persoxnel for
servinite can be forbiddan to work any lomger for
the US pereonnel % Burobin at any time; at other
times thess servants msy even stop work theasslives,
¥hen $his happens thers iz often a real prodlem in-
volved in procuring a replscement - not becanse of
& shortage of Russians vho wonld 1ike to work (-3
Americans, But desause thay are ot pernitted to
work unless they are acceptable to the Foreigm
Office. Obviously, such servants must be pold b~
ically eecure and agree to act as Soviet agents
before they are pemitted to work for forelgners,
4 sonsiderable amount of time and work is lost
in the securing and treining of nev sarvants,

b, A)l Zmbassies and Lagations, and meny buildings housing
foreigners or their activities have Soviet Militisnen posted at all

street entrances 24 houre a dey, Theee can end do prevent unrecognized
Soviet citizens from sntering,

8. Drivers licenses for private or &overnment owned vehicles
are made almost impossidle to secure. Only three or four people in the
US Znbasey have been abls to securs then to date. It is Delieved that
now none of the Amed Service Attaches would be given one under any
circomstance. It 4s a well known fact that all acctdents involving
forelgners and Soviet citizens almost inwariably coet the foreigner
large amounts of money regardless as to who was to blame for the
accldent. The employment of Soviet Chaufferus also must have the
approval of Burobin with the uguel delays, It 1s known that ail
chanffeurs report the activities end movements of the foreign per-
-sonnel who emplay them %o the polica. On local trips by automobils,
they work very olossly with the Saviot agents who trail Embassy cars
in order that the trailer will not lose contact,
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d. Locml airplane flights in the vicinity of Moscow are not
avellable to foreigners, Except for ianfrequent arrivals of the An-
bassadors aircraft, or on regularly scheduled Soviet Pagsenger planes,
ne foreigners are allaowad to fly im the Soviet Uniom.

o, Viga and lalssez-paeser requests muast de applied for about
ten days ahend of time and sre received, usaally only a few hours be-
fore departurs time, This leaves the foreigner in doubt until the
last minute as to wvhether the trip had been approved. Frequently, the
requested visas and lalssez-passers are not received until too late
to leave at the time planned,

kR kNN RS
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